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Abstract

One would think that the enactment of the HIPAA, with its mandates on data security and
privacy, would have brought a major shift in the security management practices within the US
healthcare. Unfortunately, recent industry reports indicate low levels of regulatory compliance,
thus raising security concerns for the US health IT infrastructure. This research develops a
regulatory compliance model by drawing insights from the institutional theory literature to
identify the key drivers influencing HIPAA compliance, both institutional and market forces
(e.g., variability in state-level privacy laws comprehensiveness, interdependency between
privacy and security rules, pressure from compliance leaders in the region, compliance officer’s
functional background, and the consumer concern for privacy). We validate the model using a
national sample of acute-care hospitals and find partial support. The primary contribution of this
research lies in the novel application of institutional theory to explain the variability in regulatory
compliance prevalent in the US healthcare sector.
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HIPAA Compliance: An Examination of Institutional and
Market Forces

1 Introduction

The Health Insurance Portability and Accountability Act (HIPAA) * was enacted in 1996 with
the intent of leveraging information technology (IT) to reduce costs, improve quality, and ensure
portability and continuity of health insurance coverage (OCR 2006)°. An implication of the
growing dependence on IT to manage health information is the increased information security
and privacy concerns. Recent anecdotal evidence suggests that a lack of adequate security
measures has resulted in numerous data breaches, leaving patients exposed to economic threats,
mental anguish, and possible social stigma (Health Privacy Project 2007). Moreover, over 75%
of consumers who use health websites are wary of those web sites sharing their information for
secondary purposes without their permission (Raman 2007). The US Congress, foreseeing
precisely such concerns, incorporated provisions of Privacy Rules and Security Rules as part of
HIPAA (Hoffman and Podgurski 2006). Yet, studies of publicly reported data breaches show
that medical data disclosure is the second highest breach category (e.g. Hasan and Yurcik 2006).

Managing information security risks is a “balancing act between maintaining security and not
inhibiting the business.” As customers and business partners demand greater levels of security
the investments in information security have moved from “reactive add-ons to proactive
initiatives that are aligned with the company’s strategic goals” (Johnson and Goetz 2007). An
extensive body of research has drawn attention to the technical, behavioral, process, and policy
issues concerning information security and privacy, yet relatively little has been focused on the
unique managerial, regulatory, and policy challenges found in healthcare (Appari and Johnson
2009). HIPAA and associated mandates on data portability, security, and privacy have brought a
major shift in management policies and IT investments across healthcare organizations.
Unfortunately, recent industry reports suggest low level of HIPAA compliance related to data
portability, security, and privacy among US hospitals (AHIMA 2006). From a policy
perspective, we lack a systematic investigation of such phenomenon, especially a rigorous and
well-grounded empirical study (Kotulic and Clark 2004). More importantly, the lack of
compliance could reflect a lackluster state of cyber security in healthcare organizations.
Furthermore, while HIPAA imposes an overarching regulatory mandate, healthcare
organizations are also expected to meet state-level privacy regulations, which often vary
significantly between states creating confusion (Langenderfer and Cook 2004).

The purpose of this research is to investigate the variability in firm-level information privacy and
security behavior among US hospitals in response to enactment of HIPAA. Greenway and Chan
(2005), in their exposition of firms’ information privacy behavior, contend that information
security research could leverage socio-organizational theory, such as institutional theory

L HIPAA regulation is applicable to ‘covered entities’ including hospitals, hospice, clinics, insurance, payer
organizations, employers, regional health information organizations who manage patient information in electronic
form. In this study, we focus only on acute care hospitals.

2 Recent studies show that the adoption of IT is having significant impact on care quality improvement (see Garg et
al. 2005). However, IT spending in healthcare, trails many other industries, typically 3-5% of revenue - far behind
industries like financial services where closer to 10% is the norm (Bartels 2006).



(DiMaggio and Powell 1983, Meyer and Rowan 1977), to frame inquiries. In this research we
build a regulatory compliance model by drawing insights from literature on institutional theory.
In particular, our focus is to identify the key drivers of hospitals’ compliance to HIPAA
regulation in terms of several institutional and market forces that may influence the dynamics of
hospitals’ adoption of information privacy and security safeguards (e.g. coercive pressure arising
from mix of state and federal privacy regulations, mimetic pressure arising from compliance
leaders in the region, and market pressure arising from consumer demand for privacy).

The primary contribution this research lies in novel application of institutional theory to explain
variability in regulatory compliance prevalent in US healthcare sector. More specifically, our
findings offer insights on the major drivers influencing the current state of cyber security
behavior in healthcare as measured by hospitals” HIPAA compliance. Moreover, we expect our
findings may inform policy decisions, particularly in reference to HIPAA compliance.

The rest of this paper is structured as follows. First we briefly review past research on
information security and privacy in healthcare Next we present our theoretical model and the
research methods applied to validate the model. We also present preliminary summary statistics
and describe our plans to test our theoretical model. Finally we conclude with remarks on
limitations and future steps for this research.

2 Information Security in Healthcare
2.1 Background

The healthcare sector is experiencing a tectonic shift in the enablement of care services through
IT -in particular, the internet and mobile technologies such as remote health monitoring, online
consultation, e-prescription, e-clinical trials, patient information access, and asset tracking
(Kalorama 2007). Increasing adoption of IT systems, though beneficial in terms of improving
productivity and service quality, also raises major concerns for information security threats. In
the internet age, security risks to health information could arise from various sources including
accidental disclosure, data breach by insider, data breach by outsider with physical intrusion
and/or intrusion of network system (NRC 1997; Rindfleisch 1997). Moreover, healthcare
organizations, striving to become HIPAA compliant, face significant challenges in meeting
regulatory norms (Choi, et al. 2006). As personal health information is digitized, transmitted and
mined for effective care provision, new forms of threat to patients’ privacy are becoming evident
(Mercury 2004). For example, recent empirical research studying the growing trend of “data
hemorrhages” demonstrates the resulting vulnerability and security threats to health sector,
specifically financial risks to firms and medical risks to patients (Johnson 2009), highlighting the
need to “enact better monitoring and information controls to detect and stop leaks.” (p. 18).

Information security and privacy issues have been brought to the forefront of managements’
attention with the enactment of the HIPAA, which set compliance dates for Privacy Rules (April
2003), and for Security Rules (April 2005). The security standard released under HIPAA
specifies five categories of security measures including administrative, physical, and technical
safeguards to protect the confidentiality, integrity, and availability of electronic protected health
information; organizational requirements governing contractual agreements; and policies,
procedures and documentation governing overall information security policy management (NIST
2005). Despite the time since the regulations became active, recent industry surveys present a



bleak picture of HIPAA compliance status among US hospitals. According to a recent survey of
about 1100+ hospitals and health systems in the 2006, only 39% are fully compliant with privacy
regulation, and 25% are fully compliant with security regulation (AHIMA 2006).

Compliance with HIPAA is not only a technological issue; it also requires effective
organizational change management by institutionalizing new structures and processes to
maintain and protect sensitive data (Huston, 2001). Silverman (2008) note “regulatory
compliance and its enforcement produce an ever-changing environment [...] and organizations
struggle to understand and manage within this maelstrom of rules and regulations.” (p. 33)
HIPAA compliance requires organizations to relentlessly assess their internal controls across all
business units and functional areas, including data security (Huston, 2001), real time availability
(Peterson et. al., 2005), encryption and authentication techniques (Chao, et al. 2005), network
communications (Huston, 2001), and disaster recovery techniques (Dynes 2009). Additionally,
organizations must maintain audit trails which are subject to external evaluation (Peterson et al.,
2005), implement adequate privacy policies and appropriate controls at all data access points to
maintain data integrity (Mercuri, 2004).

2.2 Information Privacy Behavior in Health Service Providers

Recently Warkentin et al. (2006) undertook a study to characterize the compliance behavior
among administrative staff and medical staff of public as well private-sector healthcare facilities.
The authors observed that healthcare professionals at public hospitals have higher self efficacy,
i.e. belief in their capability to safeguard and protect patient’s information privacy, compared to
their counterparts in private healthcare facilities. Further, on average, administrative staff
exhibited higher self efficacy than medical staff across both public and private healthcare
facilities. Moreover, the behavioral intent of healthcare professionals, including medical and
administrative staff, was positively correlated to self efficacy and perceived organizational
support. Another set of studies show that healthcare workers are highly concerned about
maintaining accuracy of patient records, unauthorized access to patient data, and believe that
patient data should not be used for unrelated purposes except for medical research (Baumer, et
al. 2000; Earp and Peyton 2006).

Of course, patients’ health information plays a major role in conducting medical research. The
maelstrom of privacy regulations and rules directed toward health information has had some
adverse effects on the conduct of medical research (e.g. Kaiser 2006). In a nationwide web-
based survey of epidemiologists Ness (2007) report that nearly 68% of researchers perceived that
HIPAA has made medical research highly difficult and only about 25% believed that it has
increased patients’ confidentiality or privacy. More importantly, about 39% of researchers
believed HIPAA had increased research cost by a great deal, especially due to additional
compliance related administrative cost, and over 50% of researchers believed HIPAA
enforcement lead to delays in research. In a critical review of three cases of health research
projects, Shen et al. (2006) report that several factors including the complexity of consent forms
and privacy protection forms, and time consuming procedures often get in the way of patient
recruitment. This adverse view of HIPAA is also reflected in lower adoption rate of health
information systems such as EMR bolstering the perception that privacy laws may actually have
negative effect on the ulterior goals of providing quality care at low cost. Recently, Miller and
Tucker (2007), in a study of US hospitals, found that state-level privacy regulations are indeed
moving away the hospitals from adopting interoperable EMR systems.



2.3 Information Privacy Behavior in Healthcare Consumers

A growing body of research examines key drivers of privacy and security concerns among
patients, especially in the context of electronic health information (Bansal, et al. 2007; Campbell,
et al. 2007). Bansal et al. (2007) developed a set of constructs based on utility theory and
prospect theory as antecedents of trust formation and privacy concern that impact users’ personal
disposition to disclose their health information to online health services websites. In particular,
this study reported that user’s current health status, personality traits, culture, and prior
experience with websites and online privacy invasions play a major role in user’s trust in the
health website and their degree of privacy concerns. Campbell, et al (2007), in a mail based
survey with adult patients in England, found that about 28% to 35% of patients are neutral to
their health information — such as age, gender, ethnicity, reason for treatment, medical history,
personal habits impacting health, type of treatment obtained, side effects of treatment — being
used by physicians for other purpose. Only about 5-21% of patients expected to be asked for
permission to use their information by their physicians. Similarly only about 10% of the patients
expected to be asked for permission for a wide variety of purposes including, combining data
with other patients’ data to provide better information to future patients, sharing how the
treatment is working with other physicians in the hospital, teaching medical professionals, and
writing research articles about diseases and treatments.

Perceptions of privacy and security vary depending on the technology involved in managing
health information as well their own background. Recent empirical evidence suggest that
patients’ privacy and security concern increased with the level of technology(e.g. relative
security and privacy concern for networked PHR is twice that of memory device based PHR,
technologically advanced PHR systems are favored by highly educated patients (Angst, et al.
2006)).

3 Theoretical Background and Research Model

Institutional theory posits that organizations respond to normative pressures arising from both
their external and internal business environments and adopt structures and practices that are
socially accepted as appropriate organizational choices and considered legitimate by other
organizations in their fields (DiMaggio and Powell 1983, Meyer and Rowan 1977; Zucker 1987).
More precisely, these pressures could be classified into three archetypes that lead organizations
to isomorphism, namely (a) coercive pressure that stems from political power exerted by the
state; (b) mimetic pressure that arise from the need to respond to uncertainty, often by copying
successful competitors; and (c) normative pressure which arise from the norms embedded in the
profession (DiMaggio and Powell 1983). Although the overarching construct for institutional
theory is isomorphism, it by no means suggests that organizations would not differ in their
strategic responses to institutional forces in accordance with their contextual needs. Oliver
(1991) suggests while organizations may acquiesce to the demands of institutional environment,
they may as well choose to avoid, compromise, defy, and manipulate the institutional
environment.

The legal environment for organizations is a prime example of institutional pressure where “law
appears as a system of substantive edicts, invoking societal authority over various aspects of
organizational life” (Edelman, and Suchman 1997: p. 483). In recent years the legal environment
has become more pervasive, demanding significant structural changes, especially from the



information management perspective ( e.g., increasing governmental intervention in the form of
regulations such as Sarbanes Oxley Act and HIPAA). These regulatory forces from the
institutional environment could lead to the standardization of processes, practices and IT assets
to show conformity and gain legitimacy (Zucker 1987). Research focused on the healthcare
industry has used the institutional framework extensively to study the impact of various
regulations in shaping hospital management (e.g. Covaleski, et al. 1993). Similarly, a growing
body of IS research has exploited institutional theory, both in conceptual and empirical work, to
study issues like organizational consequences of IT (Robey and Boudreau 1999) adoption
challenges of enterprise information systems (Gosain 2004; Benders, et al. 2006), diffusion of
Software Engineering Institute’s Capability Maturity Model (CMM®) for managing software
development (Adler 2005), and globalization of IT innovation (King, et al. 1994).

Recent industry surveys show a lack of full compliance to HIPAA among US hospitals (e.g.,
AHIMA 2006). Bjorck (2004) argues that, because effective information security depends on
social behavior of organizations and their employees, institutional theory may offer a new lens of
rigor to examine the dynamics of information security management in the healthcare. Moreover,
he expresses surprise in noting that “almost no theories concerned with social behavior - which is
exactly what the management of IS/IT security is about - have found their way into managerial
IS/IT security research. (p. 3)” In a similar vein, Mishra and Chen (2008) argue in favor of
applying institutional theory to examine regulatory effects on information technology
management, since over a over a period of time the presence of strong institutional forces
homogenizes the overall response of organizations that operate within a similar industry. In
concurrence with these scholars and recognizing the need to understand the underlying dynamics
of HIPAA compliance among US hospitals we next present our research model building on
institutional theory. In particular, we are interested in examining the effect of various
institutional and market forces operating in the healthcare industry on compliance behavior of
hospitals.

3.1 Effect of Institutional Pressures on Regulatory Compliance

Research examining organizational behavior grounded on institutional theory use three types of
institutional pressure, namely coercive, mimetic, and normative operating on firms. In this
section, we identify sources of these pressures that may influence HIPAA compliance initiatives
within hospitals and present our hypotheses.

State-level Privacy Regulations as Source of Coercive Pressure:

The healthcare sector in the US is considered one of the most regulated industries (Walshe and
Shortell 2004). The regulations, especially with provisions for enforcement actions against
violators, act as ‘implicit general deterrence’ (Gunningham, et al. 2005). Prior research has also
found that the ‘explicit general deterrence’ arising from enforcement actions taken on violators
to be a key coercive factor in increasing regulatory compliance (Thornton, et al. 2005). At the
federal level, the HIPAA regulation lays out a broad set of specifications for Privacy, and



Security rules, stipulating punitive actions for compliance failure®. Since the enactment of
HIPAA, numerous complaints have been filed by consumers. However, rarely have any punitive
actions been taken against hospitals (LA Times 2008) *. This is perhaps because the industry is in
early stage of implementing the regulation and hospitals still need guidance on appropriate
interpretation of regulatory requirements. Nevertheless, the mere threat of legal sanctions against
privacy violations may act as deterrence to hospitals and ensure that management undertakes
adequate safeguards to protect themselves from possible violations (Braithwaite and Makkai
1991).

As such HIPAA defines the floor of regulatory requirements for personal health information
(PHI) and allows state laws to override it with more stringent ones. This creates additional
pressures on health providers to institutionalize HIPAA compliant systems. Following HIPAA,
several states have enacted their own laws to regulate transfer and management of health
information which are substantially different. Indeed the variability in this patchwork of state-
level and federal regulations are so significant (Hodge 1999; Langenderfer and Cook 2004) that
scholars consider it be a major impediment to healthcare organizations’ ability to comply with
regulations as well as to the adoption of health IT such as EMR systems. Many have called for
the creation of uniform standards (Cunningham 2000; Hodge 1999, 2000; Gostin, et al. 2001).
Despite this variability in state laws, we expect to observe positive effect of state-level
regulations, especially in states that have more comprehensive set of regulations encompassing
different dimensions of PHI privacy. This is particularly because health providers in such states
will face less uncertainty in terms of developing HIPAA compliant systems compared to other
states where absence of comprehensive laws places the health providers in precarious situations.
Therefore we hypothesize that

H1: Hospitals located in the states with more comprehensive regulations for PHI will
exhibit a higher tendency to become HIPAA compliant.

Because of variability in state-level information regulations, when providers treat patients from
other states, they are expected to meet the norms of multiple states while resolving consent and
disclosure requirements across states. In a policy study across eleven states, one recent project
shows that for non-emergency treatments, states like Indiana, Utah, Wisconsin, and Oklahoma
require the fewest instances of consent, whereas New York and Minnesota require the maximum
instances of consents (Prescott and Stone 2009). Therefore hospitals who are treating a relatively
high proportion of out-of-state patients may find it difficult to deploy effective privacy and
security policies.

H2: Hospitals located in states with higher patient inflow (i.e., out-of-state patients) will
exhibit a lower tendency to become HIPAA compliant.

® In general, for any willful violation of patient’s privacy, health care provider could face penalty of $50,000 and/or
one year imprisonment. And if such violations are carried out with intent to harm the patient or making profit,
provider could face penalty of $250,000 and/or 10 years imprisonment.

* Office for Civil Rights has received about 34,000 complaints for privacy violations, among which 26% of the cases
led to formal investigations and the rest were dismissed (Los Angeles Times April 2008).



Regulatory Interdependency as Source of Coercive Pressure:

The privacy and security rules of HIPAA are closely intertwined and designed to be compatible
with each other; however they differ in their interdependence (Fedorowicz and Ray 2004). The
security rule governs control of physical access to data, internal audit, security breach mitigation
procedures and security risk management process, whereas the privacy rule deals with patients’
rights and preferences regarding use and disclosure of their personal health information.
Electronically stored information can be secured by deploying necessary technology safeguards
(without being private). However, it cannot be made private without security safeguards
(Fedorowicz and Ray 2004). Thus, the coercive pressure arising from this interdependency of
privacy and security regulation may influence the compliance initiatives of hospitals, even
though security compliance was not mandated until two years after privacy compliance. In
particular, we expect hospitals that are undertaking security compliance in tandem with privacy
compliance will have achieved higher level of privacy compliance. Therefore, we posit that:

H3: Hospitals with a higher compliance to privacy (security) rules will exhibit a higher
tendency to become security (privacy) rules compliant.

Regional Compliance Leaders as Source of Mimetic Pressure:

In the situations of poor clarity of organizational technologies, goals, or even the institutional
environment, organizations tend to mold themselves on other organizations that have dealt with
such uncertainty successfully (DiMaggio and Powel 1983; March and Olsen 1976). For example,
Miller and Tucker (2007) find empirical evidence for higher propensity to adopt an EMR system
in a state with no privacy law with increased installed base of such systems across hospitals in
that state compared to states with privacy laws. Likewise, Oliver (1991) argues that acquiescence
by imitating successful peers to gain organizational legitimacy is a common strategic response to
regulatory pressure. Greenway and Chan (2005: p 181), building on institutional theory,
proposed that “firms with compliance perspective [approach] on information privacy will adopt
privacy behaviors that demonstrably conform to industry norms.” We contend that in a state with
a higher compliant base (i.e. higher proportion of hospitals already compliant), there will be
higher pressure for other hospitals to conform. Therefore, we posit that

H4: Hospitals located in a state with a higher HIPAA compliant base will exhibit a
higher tendency to become HIPAA compliant.

EMR Adoption Intensity as Source of Mimetic Pressure:

EMR systems enhance the management of patient information through controlled and auditable
data access processes and improve data security (Agrawal 2002). These systems could support
hospitals in conducting both intra and inter organizational transactions based on standardized
data formats, as well as enhance the hospitals’ ability to coordinate with accreditation and
regulatory agencies by sharing analysis of patient data (Chaiken 2003). Furthermore, data on
patients from EMR systems could be aggregated, after applying de-identifying protocols, into
larger data repositories for secondary purposes such as research to improve patient safety, public
health, and enhance medical knowledge (Aspen, et al. 2003). Hospitals located in states with a
higher installed base face higher pressure to adopt EMR systems (Miller and Tucker 2008). This
external force, in turn, promotes HIPAA compliance among such hospitals. Overall, we expect



the implementation of EMR systems would have positive influence on a hospital’s ability to
comply with HIPAA rules. Thus we hypothesize:

H5: Hospitals located in a state with a higher EMR installed based will exhibit a higher
tendency to become HIPAA compliant.

External Consultants as Source of Normative Pressure:

Normative pressure stems from the cultural expectation that agents feel compelled to honor,
often because they are rooted in professional affiliations, including educational background,
professional networks, and consultant arrangements (DiMaggio and Powell 1983). In the
healthcare sector, the patient-physician relationship is based on the Hippocratic principle and
every physician operates within that norm while ensuring patient’s privacy. The evolution of the
health care sector and its increasingly complex underlying structure, however, has shifted the
onus of patient privacy and confidentiality from physicians to multiple organizations who
participate in health care service provision. This may create additional pressure to hire external
consultants, especially in the context of HIPAA, when there is a high degree of uncertainty
associated with interpretation of regulations and organizations’ lack adequate in-house resources.
Organizations often use external consultants to implement enterprise-wide change management
projects, such as the deployment of enterprise information systems Consultants bring industry
norms to practice, based on their experience with multiple organizations (Gosain 2004) and act
as facilitators of “organizational learning” (Massey and Walker 1999). Management consultancy
has been shown to effect organizational transformation in non-profit organizations (Irvine 2007).
Hence, we propose:

H6: Hospitals employing external consultants will exhibit a higher tendency to become
HIPAA compliant.

Professional Background of Compliance Officers as Source of Normative Pressure

HIPAA, as part of its administrative safeguards, requires appointment of a security and privacy
officer to provide organizational oversight on a firm’s information security and privacy effort
(Choi, et al. 2006). According to recent industry reports, a significant number hospitals are
deputizing executives from other functional areas, including finance, quality, and operations,
with responsibilities of chief compliance officers (HCCA 2002; 2008). Such dual roles may have
a compromising effect on hospitals’ compliance initiatives, because the functional background of
decision making agents often defines their cognitive base and affects social behavior (DiMaggio
and Powell 1983). Decision making agents in organizations of similar educational and
professional background tend to view problems in similar fashion, and see policies, procedures,
and structures through the same normatively sanctioned lens. In particular, compliance
professionals act as social filters interpreting regulatory norms based on their professional
background and experience (i.e. functional conditioning (Chattopadhyay, et al 1999) and
transmit them into the organizational routines). For executives with primary responsibilities of
other core organizational functions compliance becomes a secondary task, and concerns about
law subsume under concerns about productivity, profit, market share. Therefore, we posit that:

H7: Hospitals employing dedicated officer with a compliance background will exhibit a
higher tendency to become HIPAA compliant.
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3.2 Effect of Market Forces on Regulatory Compliance

D’Aunno, et al. (2000) emphasize that the framing of regulatory compliance should be viewed
from both institutional forces and market forces, as strategic response of organizations depends
on their contextual interpretations. In particular, the relative size of an organization to its
competition and consumer demand plays a significant role.

Consumer Concern for Information Privacy

Despite HIPAA’s mandated privacy requirements, consumers continue to be anxious about the
privacy of their personal health information. The California Healthcare Foundation, in a recent
survey, reported that over two-thirds of consumers are concerned about the privacy of their
electronic medical records; just over half of consumers believe they are obligated to share health
information to advance healthcare; and public disclosure of data breaches has further heightened
privacy concerns among consumers (CHCF 2005). Additionally, the survey reports that, among
the consumers who recognize benefits of implementing electronic medical records, about 42%
believe their records are more potentially unsafe (unlike the 34% who believe paper records are
under threat). Organizations in regulated industries, often strive to maintain the trust of local
communities, avoid attention of consumer groups, and preserve the company’s reputation as a
socially responsible entity (Gunningham, et al. 2005). Furthermore, prior research on compliance
to environmental regulations have shown that customer demand, especially of firm’s
environmental policies and practices to assess potential environmental impact, play an important
role in improving compliance behavior in addition to other market pressures such as the intensity
of competition (Darnall, et al. 2006; Delams and Toffel 2007).

Several studies find significant differences in privacy preferences across gender, geographical
regions, and culture (Bellman, et al. 2002; Pedersen and Frances 1990; Varian, et al. 2003;
2005). In particular, Pedersen and Frances (1990) and Varian, et al (2005) observed significant
differences in privacy preferences among American consumers residing in various geographical
regions. Consequently, it could be argued that hospitals’ strategic choices of implementing
HIPAA compliant processes and safeguards could vary across states as a result of the variability
in consumer demand for privacy. This leads us to hypothesize that:

H8: Hospitals located in states with higher consumer concerns for privacy will exhibit a
higher tendency to become HIPAA compliant.

Relative Size to competitors:

Regulatory requirements often have a discriminatory impact on small firms (Baron and Baron
1980). Government regulation forces firms of varying sizes to take the same compliance
measures. As a result, an undue burden is placed on the small firm in meeting the same standards
of a large firm. Though limited, there are empirical studies that infer compliance costs are
generally regressive in nature and do not scale with firm size. In particular, for smaller firms the
compliance cost could pose excessive burden and may exceed the potential benefits from
regulation (Eldridge and Kealey, 2005) and often forces firms to go private (Engel et al. 2007).
The larger firms, unlike smaller firms, tend to have more financial resources and manpower, and
enjoy economies of scale (Weidenbaum 1979). As a result, they have the discretionary power to
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allocate more resources to implement the necessary policies and safeguards to comply with
regulatory requirements. Hence, we hypothesize:

H9: Within a state, relatively large hospitals will exhibit a higher tendency to become
HIPAA compliant.

Institutional Forces
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Figure 1: Regulatory Compliance Model for Acute Care Hospitals

Figure 1 summarizes our research model. Prior research in health IT (e.g., Burke et al. 2002;
Hikmet et al. 2008), and organizational behavior literature (e.g., Kimberly and Evanisko 1981,
Damanpour 1987) have considered tax status, and academic as being salient. Following this
literature, we use the tax status and the academic status of hospitals as control variables. In
addition, the costs for implementing HIPAA compliant policies, processes, and technology
safeguards could be significant and vary across hospitals (Kilbridge 2003). To account for the
potential effect of the financial resources, we also control for the HIPAA compliance budget
allocated by hospital management. Next we introduce the research method adopted for this
empirical investigation.

4 Data and Research Methods

The data on hospitals for this study was obtained from the Dorenfest® Institute, which is a
research division of the Health Information and Management Systems Society (HIMSS)
Analytics. Our data is a subset of survey conducted in 2003, and contains information for over
4000 hospitals on several dimensions including self-reported level of compliance to HIPAA
privacy, and security rules, hiring of HIPAA consultant, hospital bed size®, tax status, academic

> Though prior studies generally use bed size of hospitals from American Hospital Association (AHA) database, we
rely on the self reported accuracy of hospitals surveyed by HIMSS. We believe that any discrepancy between these
two databases on hospital bed size may wash out as we focus on relative size of the hospital as a measure for one of
the market force.
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status, and geographical location. The HIMSS dataset was available in an MS Access database
format. We wrote several SQL queries to extract necessary raw data for the research purpose.
Following other studies in HIT literature, we include hospitals with at least 100 beds (Miller and
Tucker 2007). This led to a reduce sample of about 2700+ hospitals. Subsequently, we removed
all of the hospitals that had missing observations on any of the hospital related research variables
considered in this study. This led to our final sample of 1564 hospitals from 797 integrated
health delivery systems for statistical analysis. However, to compute state-level metrics such as
EMR installed base, HIPAA compliant base, We use hospital as the unit of analysis.

4.1 Operationalization

Dependent Variables: The HIPAA compliance is measured along two dimensions Privacy
rules, and Security rules as ordered variables on a scale of 0-3, with 0 being <50%, 1 being 50-
75%, 2 being 75-99%, and 3 being 100% compliant.

Independent Variables: To operationalize the ‘state-level privacy laws comprehensiveness’ we
first code existence of state statutes on ten privacy related dimensions — patients’ access
privilege, denial to access, right to amend, disclosure restriction for hospitals, doctor-patient
privilege, and confidentiality of special conditions including birth defects, cancer, genetic tests,
mental health and HIVV/STD status. Each dimension is coded as 1 if a regulation exists and 0
otherwise based on the compilation of state privacy laws in Pritts, et al. (2003). The linear sum of
these ten dimensions represents state-level privacy laws comprehensiveness. To avoid scale
effect we normalize this linear sum by dividing it with 10 (i.e. maximum number of dimensions).
The “patient inflow’ is measured based on the Net Flow Ratios of Medicare spending in the focal
state by all hospitals vis-a-vis Medicare expenditure for all patients of the focal state. The net
flow ratios are published at CMS website. According to Martin, et al. (2007) net flow ratio
higher than 1 indicates patients from the focal state have consumed health care services out of
state as well (i.e. patient outflow), and lower than 1 indicates out-of-state patients have
consumed services in the focal state (i.e. patient inflow). Since our focus is to measure the
patient inflow, first we take the inverse of these ratios so that values higher than 1 would indicate
patient inflow and then we allocate ‘0’ to all states that has ratio value <=1 and retain the ratio
value as it if greater than 1. This gave us 26 states experiencing patient inflow. Then we obtain
the 1%, 2", and 3" quartile of patient inflow ratio for these 26 states and coded them into four
groups based on these quartile values. Thus the variable ‘patient inflow’ is an ordered variable
with 0 being no inflow, 1 being low, 2 being medium, 3 being high and 4 being very high inflow
rate. The ‘HIPAA compliant base’ is measured for both privacy rules and security rules
separately as the proportion of hospitals reporting 100% compliance in a state to privacy, and
security rules respectively. The ‘EMR installed base’ is computed as the proportion of hospitals
that have computerized patient record system installed in the focal state.

The ‘external consultants’ is coded as 1 if a consultant has been hired by the focal hospital/
hospital system and 0 otherwise. The ‘compliance officer background’ is coded as 1 if the
compliance officer has no other functional role in the organization such as CEO, CFO, COO,
director of quality management, director of risk management, etc., otherwise 0. In cases where
individual hospital do not have compliance officer but only at the hospital system level, we apply
same rule at hospital system level and transfer the value to member hospitals. However it should
be noted that the acceptable title of compliance officer could be different such as chief
compliance officer, SVP corporate compliance, chief compliance/legal officer, HIPAA program
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manager, HIPAA officer, compliance/privacy officer among others. The ‘relative size’ of a
hospital is measured as the hospital’s bed size to average bed size of hospitals in the state of
focal hospital. Lastly, the variable ‘consumer concern for privacy’ is measured at state-level by a
proxy, for the lack relevant data in HIMSS database, the average proportion of consumers
registered for Do-Not-Call list as reported in Varian, et al. (2005).

Control Variables: The ‘tax status’ of a hospital is coded as 1 if it is for-profit and 0 otherwise.
Similarly, ‘academic status’ of a hospital is coded as 1 if it is academic and 0 otherwise.

4.2 Descriptive Statistics

Table 1A shows distribution of hospitals reporting various levels of compliance for HIPAA
privacy and security rules. Among all hospitals 64% and 19% report full compliance to privacy
and security rules respectively; 26% and 43% report compliance of 76-99% for privacy and
security rules respectively suggesting they are in compliance with most of the requirements.
Among the academic hospitals, 77% and 28% report full compliance with privacy and security
rules respectively. Whereas among for-profit hospitals 86% and 6% report full compliance to
privacy and security rules respectively. On a comparative basis it is surprise to see that in our
sample hospitals for-profit hospitals report consistently better than academic hospitals on privacy
rule compliance levels. Whereas, in case of security rule higher proportion of academic hospitals
are fully compliant than for-profit hospitals, and for-profit hospitals perform better than
academic hospitals on lower level of compliance. Table 1B shows summary statistics for
variables that are measured at state level across. .

The privacy laws comprehensiveness score varies from 0.3 to 1.0 suggesting some states having
fewer privacy related statutes, however mean value of 0.74 indicates encouraging signs that on
average states have enacted comprehensive set of privacy statutes. The average patient inflow is
1.056 indicating states that serve out-of-state patients, tend to incur about 5.6% of healthcare
spending on out-of-state patients. The ‘privacy concerns among consumers’ varies significantly
across states with average of 37% (standard deviation 9%) and ranges from a minimum of 14%
to maximum of 54%. The privacy compliance base, security compliance base, and EMR installed
base is computed based on the initial sample to ensure that we capture as much information as
available in the sample. On average 45% of hospitals in each state are fully compliant to privacy
rules. However the dispersion of privacy compliance base is very large and ranges from 7% to as
high as 93% suggesting privacy compliance is not uniform across states. Similarly, on average
12% of hospitals are in full compliance with security rules. While security compliance base
ranges from 0% to 67% indicating there are some states where none of the hospitals are security
compliant. However, observing that the enforcement date for security rules was still two years
away (i.e. April 2005 compared to survey year 2003) this poor state of security compliance is not
surprising. For our sample, the EMR installed is fairly high suggesting on average 54% of
hospitals in a focal state have EMR system installed. However the dispersion of EMR installed
base quite high and ranges from 27% to 83%. Table 1C shows spearman rank correlation matrix
for all variables. Though, many of the predictor variables are correlated, the strength of
correlation (p <0.4) is weak enough to safely ignore.
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4.3 Results and Discussion

To test the research model, we used probit regression approach and two separate regressions with
privacy rule compliance level and security rule compliance level as dependent variables. As most
of the model variables are correlated (see Table 1C), we adjust for error and ran robust Logit
models (Agresti 2002). Table 2 reports Probit regression coefficients and robust standard errors
of estimated coefficients.

State-level Privacy Laws Comprehensiveness: the beta coefficient is positive and statistically
significant for the case of compliance to privacy rule (0.466; p<0.05) and for the case of security
compliance the coefficient is negative and insignificant (-0.265), indicating partial support for
hypothesis H1. This suggests that hospitals are more likely to be privacy compliant in states that
have more comprehensive privacy laws, whereas compliance to security rules is unaffected by
the level of regulatory comprehensiveness.

Patient Inflow: the beta coefficient is negative and statistically significant for privacy rule
compliance (-0.059; p<0.05), but positive and statistically insignificant for security rule
compliance (0.021) indicating partial support to hypothesis H2. This result does support our
argument that when patients from other states are getting healthcare, the focal hospital has to
struggle through the complex web of privacy rules from multiple states to ensure regulatory
norms, and in doing so may become prone to noncompliance.

Regulatory Interdependency: the beta coefficients are positive and statistically significant for
security rule compliance (0.41; p<0.01), and privacy rule compliance (0.489; p<0.01) when
viewed as a source of pressure on compliance to privacy rules and security rules respectively.
This offers a strong support to hypothesis H3 suggesting compliance to both privacy and security
rules go hand-in-hand.

HIPAA Compliant Base: the beta coefficients are positive and statistically significant for
privacy compliance base (1.696; p<0.01), and security compliance base (2.477; p<0.01) when
viewed as a source of coercive pressure on compliance to privacy rules and security rules
respectively. Indeed the magnitude of these coefficients are largest compared to coefficients of
any other institutional forces and market forces. Thus peer pressure is acting as dominant force
on hospitals to achieve HIPAA compliance.

EMR System Installed Base: the beta coefficients for EMR installed base are statistically not
significant for both privacy rule compliance (-0.255) and security rule compliance (0.493)
indicating lack of support for hypothesis H5. Further we observe that while the sign of
coefficient changes between privacy and security rule compliance, the standard error of estimate
is same 0.322 in both cases. As such, we do not infer any special meaning behind the opposite
signs of coefficients as they are statistically not significant.

External Consultant: while the beta coefficient is negative and statistically significant for
privacy rule compliance (-0.575; p<0.01), it is negative and statistically insignificant for security
rule compliance (-0.104). The negative of the coefficients are opposite to the hypothesized
direction of effect in H6. Conventionally, external experts on regulation are beneficial especially
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if the regulations are new and organization does not have adequate knowledge resources. In this
light, perhaps most of the hospitals that have hired external consultants are yet to be compliant.

Compliance Officer Background: the beta coefficients are statistically significant, though is
positive for privacy rule compliance (0.345; p<0.01), and negative for security rule compliance (-
0.211; p<0.01). This shows that compliance to privacy rules is more likely to be aggressive if
compliance officers do not have other functional roles as their responsibility. However the
divergence of functional role appears to be a facilitator in security compliance.

Consumer Concern for Privacy: the coefficients are not statistically significant indicating lack
of support for hypothesis H8.

Relative Size: the coefficient is positive and statistically significant only for security rule
compliance (0.153, p <0.01), suggesting that larger hospitals are more likely to be security
compliant. Whereas, insignificant coefficient for privacy rule compliance suggest hospitals of all
sizes are equally likely to be privacy compliant.

Besides these core model variables, among the control variables, we find statistically significant
coefficients for academic hospitals in privacy compliance model (0.457. p<0.01), suggesting
they are more likely to be privacy compliant, and the coefficient for for-profit hospitals are
statistically significant in both privacy compliance (0.73. p<0.01) and security compliance
models (0.175. p<0.01). In summary we find partial support for our hypotheses.

5 Conclusion

Although industry surveys conducted post enforcement dates of HIPAA rules suggest low level
of full compliance among US hospitals (AHIMA 2006), industry experts agree that “adhering to
the HIPAA Privacy and Security rules are more than just about compliance, they make sound
business sense” (Computer World 2001). To enhance our understanding on hospitals’
compliance behavior, we developed a research model grounded in institutional theory. The study
find partial support for the compliance model offering important insight on which type of
pressure factors have statistically significant effect on HIPAA compliance in the acute care
hospitals. In particular, privacy compliance level is positively influenced by the
comprehensiveness of state-level privacy regulations, current security compliance level (i.e.
interdependency factor), functional background of compliance officer, and HIPAA privacy
compliant base in the state. Further, patient inflow from neighboring state affects negatively thus
acting as a barrier to achieve higher privacy compliance. The security compliance is positively
influenced by current level of privacy compliance, HIPAA security compliance base in the state.
However, contrary to expectation the functional background of compliance is negatively
associated with security compliance level. In addition, academic hospitals and for-profit
hospitals tend to have higher level of compliance with HIPAA privacy and security rules.

This research, being first of its kind, has several limitations that future research may address.
First, the data is somewhat older and comes from early period of HIPAA enforcement. Though
using such data may help in characterizing the early adoption of HIPAA compliant practices,
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future research must replicate this investigation with more recent compliance data and by
incorporating confounding factors that may shed light on HIPAA compliance. Moreover,
longitudinal data could be more valuable in offering better insight to dynamics of HIPAA
compliance among US hospitals. Second, in this study we considered comprehensiveness of
privacy laws at state-level, however the real issue appears to be the divergence in disclosure
consent requirements for different parts of electronic health records. Future study may include
complexity of EHR disclosure consent and examine its effect on HIPAA compliance. Despite
these limitations, this research opens up new venues for research in the broader area of
information security in health care. For example, HIPAA compliance requires significant
investments on technology implementation, training and awareness, compliance personnel,
policy formulation and revision, and period audits among others. Future research may examine
strategic posture adopted by hospitals in achieving and sustaining HIPAA compliance.
Moreover, impact of HIPAA compliance on hospital performance such as financial performance,
efficiency, customer satisfaction and care quality could be other fruitful research areas.



Table 1A: Percentage distribution of hospitals with reference to reported HIPAA
compliance level

c i Overall Academic For Profit
ompliance (1564 hospitals) (192 hospitals) (285 hospitals)
Level - - . ; - -
Privacy | Security | Privacy | Security | Privacy | Security
<50% 1 15 1 18 0 1
50 - 75% 9 23 4 23 1 14
76 - 99% 26 43 18 31 13 79
100% 64 19 77 28 86 6

Table 1B: Summary statistics of variables measured at State-level (50 states + DC)

Variables Mean | Std. Dev. | Minimum | Maximum
Privacy Laws Comprehensiveness | 0.74 | 0.15 0.3 1.0

Patient Inflow’ 1.056 | 0.115 1.001 1.592
Privacy Compliance Base® 45% | 18% 7% 93%
Security Compliance Base” 12% | 13% 0% 67%

EMR Installed Base” 54% | 13% 27% 83%
Privacy Concern 37% | 9% 14% 54%

1 This statistic is bade on Medicare spending for hospitals [source Martin, et al. 2007)

2 These statistics are based on the initial sample of 2707 hospitals with bed size of 100 or more.
We use the initial sample to capture all the information possible to compute the base metric.
However the ordered probit regression is conducted using final sample of 1564 hospitals.

Table 1C: Spearman rank correlation matrix

17

Variables [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] @ [13]
[1] Privacy Rules Compliance 1.00
[2] Security Rules Compliance 031 1.00
[3] Privacy Compliance Base 0.19 0.05 1.00
[4] Security Compliance Base 0.10 0.18 0.33 1.00
[5] EMR Installed Base -0.03 0.05 -0.15 0.13 1.00
[6] State-level P.rivacy Laws -0.04 0.02 -0.16 -0.03 -0.03 1.00
Comprehensiveness
[7] Patient Inflow 0.02 001 011 024 001 -0.14 1.00
[8] Privacy Concern 007 003 021 024 -011 0.09 0.23 1.00
[9] Compliance Official Background | 0.13 -0.05 0.04 -0.02 -0.04 -0.05 -0.05 0.00 1.00
[10] Relative Size 008 005 0.03 -001 000 0.01 0.02 000 011 1.00
[11] External Consultant -0.28 -0.13 -0.05 -0.03 004 0.03 -0.04 -0.06 -0.07 -0.01 1.00
[12] Academic Status 010 002 0.01 013 005 0.01 002 005 0.06 025 -0.02 1.00
[13] Profit Status 0.22 0.11 o0.12 -0.23 -0.06 -0.11 -0.12 -0.09 -0.02 -0.14 -0.16 -0.14 1.00

Note: Bold values are statistically significant correlation coefficients with p <0.05
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Table 2: Ordered probit regression (robust error) results for privacy rules and security

rules compliance

Note: The shaded cell show support for hypothesized relationships

Model Variables

Privacy Rules
Compliance Level

Security Rules

Compliance Level

State-level Privacy Laws Comprehensiveness

Patient Inflow (Medicare)
Privacy Compliance Level
Security Compliance Level
Privacy Compliance Base
Security Compliance Base
EMR Installed Base

External Consultant
Compliance Officer Background
Consumer Concern for Privacy
Relative Size of Hospital

Is Academic Hospital

Tax Status [ Profit = Yes]

0.466** (0.239)
-0.059** (0.024)
NA

0.410%** (0.035)
1.696%** (0.290)
NA

-0.255 (0.322)
-0.575*** (0.072)
0.345*** (0.066)
0.352 (0.363)
0.062 (0.059)
0.457*** (0.120)

0.730%** (0.099)

-0.265 (0.201)
0.021 (0.023)
0.489%** (0.040)
NA

NA

2.477%** (0.383)
0.493 (0.322)
-0.104 (0.067)
-0.211*** (0.057)
-0.278 (0.351)
0.153*** (0.048)
-0.150 (0.102)

0.175*** (0.061)

Jcutl -0.348 (0.351) 0.891 (0.314)
Jcut2 0.853 (0.330) 1.684 (0.316)
leut3 1.957 (0.333) 2.99 (0.320)
Number of Observations 1564 1564
Wald Chi2(11) 370.65 349.58
Log Pseudo Likelihood Ratio -1208.83 -1907.19
Pseudo R2 0.1472 0.0643

***p <0.01, ** n<0.05, *p<0.10 NA: Not Applicable
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