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Context and background

<> Risk rating in the context of cyberinsurance premium-
calculation

< Current state of practice
< Limited information available for risk assessment
< Time constraints

< Underwriters assess the exposure using standardised
questionnaires

< Strong subjective component

< Goal
< Identification of indicators which could potentially be

. . . WEIS 2009
used in the premium rating process 2009-06-25
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Research question

What are potential rating indicators
for cyberinsurance?
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Research approach

<> Exploratory qualitative expert interviews
< Interviewed Experts: 36

< From 3 german speaking countries Germany, Austria,
Switzerland (D.A.CH)

< Between April 2006 and October 2007

< Semi-structured interviews

< Duration ~ 60 Minutes

< Selection of interviewees
< Attendants of an expert forum on IT- and Internet Risks

< existing contacts with practitioners

WEIS 2009
< Snowball methodology to identify further candidates 2009-06-25
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Exposure and quality
<S> Exposure is the insured's possibility of loss

<©(Quality is used as a proxy for the risk reduction
capabilities of an organisation

reduced by

‘ Exposure I ‘ Quality I

results in Residual Risk I
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Loss centre

<> Distinction between

< the loss exposure of the insured and
< the loss exposure of third parties which are affected by

the insured

Q&
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First party losses |

Third party losses I
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Layer model

<©Focus on IT service providers with respect to third
party loss exposure indicators

business layer Information Use

Information and

application layer Communication
,5 Systems

Information and

technical layer Communication
j Infrastructures
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The resulting questionnaire

<© First party loss exposure
< 1. What are in your opinion relevant drivers and indicators for the IT
Business Risk Exposure of an organisation?
<© Quality of IT Risk Management
< 2. What are in your opinion indicators for the quality of the IT Risk
Management efforts in an organisation?
<©Third party loss exposure

< 3. Which indicators reflect the potential of IT-Providers in general to
cause third party losses due to IT Business Risks?

< 4, Which indicators reflect the potential of IT-Infrastructure
Providers to cause third party losses due to IT Business Risks?

< 5. Which indicators reflect the potential of Information Systems and
Application Providers to cause third party losses due to IT Business
Risks?

< 6. Which indicators reflect the potential of Information Providers

and Processors to cause third party losses due to IT Business Risks? ZVC\)/E;SO%Ogg
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< Transcription and qualitative
content analysis to extract
statements (976 statements)

< Concepts maps of the stated
indicators and explanations
were created

< Consolidation of statements
(198 indicators)

< Reduction of the list of
indicators with 3 actuaries
(94 indicators)

< Ranking indicators according
to their relative importance ST
with 29 of the initially 2009-06-25
participating 36 experts 11




First party loss exposure indicators

Critical dependency of business processes on IT

Low failure tolerance with regard to IT

Processing sensitive data with high confidentiality requirements
Existence of worth-protecting know how, patents and otherwise valuable information
High demands on the availability of data and systems in the organisation
Online execution of Business Processes

Environmental and physical risks at the location of the data centre
Link-ups of external partners to the enterprise IT

High level of automation in the production of goods and services
Data recoverability in data loss scenarios

Just-in-time supply/delivery relationsships with partners

Above average growth of an enterprise

Industrial Sector

Labour turnover rate (in general)

Availability of qualified workforce

Use of mobile devices in the organisation

Outsourcing of IT processes including coordination and control
[T-personnel / overall nunber of employees ratio

Demand on the professional qualification of employees (in general)
Number of PC-Workplaces in the enterprise

Global Activity of an enterprise

B2C (End Customer) Acitivities

Private Internet use of employees in the organisation

Centralized [T-Infrastructure

Number of employees (overall)

Separate IT budget existent

Operation of standardized IT solutions

Number of Customers

Geographical distance between day-to-day business and [T production
Sales Volume of an enterprise

Age of the organisation
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Third party loss exposure indicators

Control and Coordination of outsourced customer processes by the outsourcing provider
Access to central systems and information of customers

Quality of Patch-Management for the offered Information Systems

High service level requirements

Traceability of provider actions and interventions at customers sites

Extensive test procedures during development and deployment

Adoption of standardized methods and practices in software engineering

Availability of qualified workforce at the provider

Claritiy and detailing of Service Level Agreements

Outsourcing of Information Systems Development (Offshoring)

Remote maintenance of systems installed on customers sites

Existence of Update- and Versionmanagement of the offered information systems
Sole Seller for customers

Offer of Backup Services (Data backup)

Offered [T solutions could cause bodily injury

Quality and standardization of project management

Definition of liability provisions and contractual sanctions in Service Level Agreements
High portion of employees occupied with further technical development and innovation
High portion of internal activity in offered services

Customers have the possibility to switch to alternative providers

Industry classification of customers

Offering of training concepts and courses for customers

Certification of employees/organisation by manufacturers or for specific products
Longevity of customer and contractual relationsships

Sales Volume per customer

Sales Volume of provider

Number of employees of the provider

Provider offers a Central Contact Point or Service Desk

Customer structure (Number and quality of customers)

Q&
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IT Risk Management quality

n

dic.

Existing Role of a Risk Officer or Security Officer

Business Continuity concept and contingency and emergency plans available

Continual improvement process in Risk Management (PDCA Cycle)

Existence of an institutionalised risk management in the organisation

Policies concerning the handling of confidential information

Security Policies for employees

Acceptance Testing required prior to release of new technologies and product versions
Investments in further education and training of employees to increase security awareness
Existence of a proper [T Risk Reporting

Periodical internal and/or external audits

Documentation of M-Infrastructure

Existence of Protection requirements analysis

Password Policy available

Accounted budget for [T Security present

Existence of an [T-Governance function in the organisation

Redundancies in the technical infrastructure

Security Manual available

Systematic Problem and Solution Management in the IT area

Policies and Guidelines for and control of external service providers

International standards and best practices orientation (in general and with regard to IT)
Physical protection measures

Ratio of IT employees dedicated to security

Physical control and registration of visitors at the entrance area

Maintenance of a proper Loss database (Incident reporting)

Measurement of performance indicators and and operating figures for assessing IT processes
[T-Management reports directly to the board level or is part of the board of directors
Information Security Certification(s)

[T-Servicemanagement approach based on Standards (e.g. ITIL)

Quality Assurance of published content (Legal Review)

Employee Background Check

Quality Management System(s) Certification(s)

Definition of Life cycles for the M-Infrastructure

Size of the enterprise

Age of the organisation
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Summary

< Conducted an exploratory qualitative expert study in
ordert to identify potential rating indicators for
cyberinsurance

< Results: A list of 94 indicators ranked according to
their relative importance

< 31 first party loss exposure indicators
< 29 third party loss exposure indicators

< 34 indicators for the quality of the IT Risk Management
< Limitations

< Potential cultural bias of the interviewees

< Did the interviewees actually report influential indicators
or did they answer as potential buyers of cyberinsurance

< Interdependence among risks and risk correlation has WEIS 2009

not been adressed in this study 2009-06-25
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Open questions and future work

<®Indicators are being currently evaluated by actuaries
besides the traditional questionnaires and models

< (Operationalisation of the identified indicators
<®Validation and relevancy of the indicators

< Analysis of relations between the indicators

<®Development of an explanatory model
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Questions?

Thank you for your attention.

Frank Innerhofer-Oberperfler

Research Group Quality Engineering

University of Innsbruck

Email: frank.innerhofer-oberperfler@uibk.ac.at WEIS 2009

2009-06-25
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