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Introduction
Risk analysis methodologies

MAGERIT

octave

CRAMM

They all offer proceduresfor identifying and calculating risks

But they require to estimate some factors (such as frequence of
occurrence,impact ...) whose knowledge is not evident
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Introduction
Applying economic models

Assuming that:
Attackersare rational and

they act moved by money ...

Applying economic models can help to estimate some of those
factors
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Use case presentation
Case of study

IPSEC Tunnels

Mobile Operator
Core Network

BWmax=4.75Gbps
Nodes= 20,000
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Use case presentation
DDoSattack supply chain

[ Hackers }

T

Buys malware and software for
controlling botnetsto

|
[ Bot master ]
T

Hiresthe servicesto a

Extortion — Cost >0 Attacker
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Economic model
The model

Profit = Extortion — Cost >0

Extortion:

Assumptions:

Depend on victim revenues
(revenuesper SeGW): f(R)

Just a percentage of the victim
will give in to blackmail (o)

Extortion = a-f(R) = a-k-R
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Cost of renting the botnet:

Dependson:
Bandwidth of the attack (A)

Duration of the attack (t)

Cost=g(At)
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Economic model
Extortion

Average revenue per SeGW:
Femtocells per SeGW: 20,000*

Monthly average revenue per femtocell: 28$2

Relation between revenues and extorted amount (k): 0.001°

Extortion = a-f(R) = a-k-R = a-(0.001)-(6,720,000)= 06,720 $

1 Alcatel-Lucent VPN Frewall Brick 1200 HS(Femto Access Gateway)
2 Femtocellsin the consumer market: business case and marketing plan. Analysis Research
3 Obtained by comparing 2004 figuresof online betting siteswith extortion demands

TELEFONICAI+D o ﬁﬂbﬂfm

© 2009 Telefonica Investigacion y Desarrollo, SA. Unipersonal



Economic model
Cost — renting cost collection (1/2)

©3 Versign traducida de hitp:fF findex.php - Mozilla Firefox

Archivo Editar  Wer Historial Marcadores  Herramientas  Avuda

u .

C M v [ [ hetp:litransiate. google.comfbranslate?u=httpo3h %k 2F S2Fl W2Findex phpahi=estis= ©

1| Mas visitados # Comenzar 3 usar Fref Citinas noticias

Esta pagina e ha traducido de forma automatica del ruso.
“er |a pagina web original o pasar el ratdn por encima dael texto para ver el idioma oniginal.

Google”
L=

| ¥ersion traducida de http:/ foru... &3 | -

“Yolver a la pagina de traduccidn
Eliminar frama

r el hlogue de at;

P 2T/10/Z008 223}
]

{27/10,/Z2008 2:2 I_:l:
| am interestig to launch a 4 75 gb ddos altack during one day

27/10/2008 %24}
is posible???

(27/10/2008 9:25):
by rich will it cost??2?

n (27/10/Z2008 326 )

1 ey 1000, whusn voul want start ddos?

FOWER T

TELEFONICAI+D

© 2009 Telefonica Investigacion y Desarrollo, SA. Unipersonal

“felefomica



Economic model
Cost — renting cost collection (2/2)

Cost of renting for one day a botnet for launching a successful
attack: 900-1000 $
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Cost of hiring DDoS service

Bandwidth (Mbps) Duration (h) Cost ($)
45 2 20
45 6 30
45 12 50
45 24 70

100 24 75
1000 24 250
1000 24 100
1000 168 600
4750 24 900
4750 168 5500
4750 24 1000
4750 168 6000
5000 5 400

Source: Internet hacking forums, contact with bot masters
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Economic model

Cost-regression analysis

Regression function of cost

Cost = g(A’t) ~ K.ta.Aﬁ =0,964 .10-5903, p 0.5869

Cost of hiring DDoS service

Results

R? =0.898
K=0.9640
@=0.5903
B=0.5869

Bandwidth (Mbps) Duration (h) Cost ($)
45 2 20
45 6 30
45 12 50
45 24 70
100 24 75
1000 24 250
1000 24 100
1000 168 600
4750 24 900
4750 168 5500
4750 24 1000
4750 168 6000
5000 5 400
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Economic model
Profit function

Profit = Extortion-Cost = a-k-R - K-.t©AP

Profit = f(a,t,A)

Profit = a. 6720 — 0.964 .t%>%93. 705869
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Economic model
Application of the model (1/3)
Maximum percentage of victimsthat pay to nullify incentives

Assumptions:
t=24h (Botnets must be rented for 24 h to be successful)

A=4750 M bps (The Security Gateway resists attacks of up to 4750 Mbps)

Profit = a- 6720 — 0.964 .t%>%%3.A0°89=

apax= 0.1347
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Economic model
Application of the model (2/3)

Required attack resistance of the security gateway to nullify profitsasa

function of the percentage of victimsthat pay

Assumptions:

t=24h (Botnets must be rented for 24 h to be successful)
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Economic model
Application of the model (3/3)

Required attack resistance of the security gateway to nullify profits

Assumptions:
o = 20% (Attackers hope that 20% of victims give in to extortion)

t=24h (Botnets must be rented for 24 h to be successful)

Profit = 0.2. 6720 — 0.964 .240%-5903,0.5869— 3

A=4750 MDbps (The Security Gateway resists attacks of up to 4750 Mbps)
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Economic model
Strategiesfor mitigating risks

Srategy 1: we choose a more DDoSattack-resistant security gateway

Strategy 2: we restrict accessto security gateway to xDSLcustomers

Mobile operator
Core Network
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Condusion

Things experienced during data collection:

Cybercriminalsare highly specialized:
Some sell the software
Otherssell botnetsor partsof them

Others offer DDoSattack services

Cybercriminalsare well organized:
Thereisa fluent communication between them

They build botnetson demand
Results achieved:
Smple model of attackers” incentives
Objective estimations of economicincentives for launching DDoSattacks
Limitations:
It isdifficult to collect data

Attackersare supposed to be rational and to act moved by economic incentives
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Questions

TELEONICAI+D 18 %fﬂbﬂﬂf

© 2009 Telefonica Investigacion y Desarrollo, SA. Unipersonal



felefonica

009 Telefénica Investigacion y Desarrollo, SA. Unipersonal




