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The Price of Uncertainty in
Security Games
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Motivation
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Contribution and Approach
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Background: Security Models
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General Utility Model
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Different contribution functions
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Uncertainty
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Information Conditions
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A Mixed Economy
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Methodology
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Price of Uncertainty
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Payoff Difference Metric
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Payoff Ratio Metric

| Expected Payoff Complete(b, ¢, L, L, N)
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Cost Ratio Metric

- Expected Payoff Complete(b, ¢, L,0, N)
1
b,ec[0,L] | Expected Payoff Incomplete (b, ¢, L, 0, N)

<212*+'%9(%93"%E-+;(WV'+92(%1"9'27.%AF9%Q29
5OW""HOY0 7 +HH(#2T+*% 73(27"%(=%M" (%=('%93"%2
"H#5(Q1"#99M%
<21E*"%+*"A'+27%+#+*;$25%5F"%9(%+#%+AF#S5+#7"%
Q" 1067 +HT"*+92(#$%
N#Y2#$2 #2aT7+HIYE 27" Yo (=Y F#7"9+2#9:%:2"*5$
(FOEF9%(=%(#"%
T3"061"9'27Z$% (FOEHS&G*, | 1#1=*/A0]%93"%
$2,#2a7+H#T"%(=%93"%E'27" % (=Y F#7""9+2#9:

&'($8)*+,$.%!(3#$(#%S%83'2$92#0%T 3"%B'27"%(=%:#7"9+2#9;%2#%<"7TF'29;%&+1"$




Best Shot, Payoff Difference
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Best Shot, Payoff Ratio

["$9V$3(90%B+;(W%'+92(%+$%+%=F#792(#%B4@N %'+92(%

HELA" Yo (=% E*+; NB%6-#5%* ($5"$% 2#5"E"#5"#9% (%0
B+;(W%'+92(%
5II7III+$II$%Q3"#%93H%
#F1A"%(=%E*+;"$%
2#7|||+$||$%
R+2*:902#%$2 ,#2a7+#9%

1.1
1.09
1.08
1.07
1.06
1.05 F

X
-
iz

e = (L™"+**{%

o == -Hg%+9%1($9%

" S=— 6(9%%$3(Q#%3"" 0%
o= — 7($9%'+92(%1"9'27%
Ry o ot &'$&5,"UF+*%9(%

M"'(f%G$2,#2a7+#9hfJ

&'($8)*+,$.%!(3#$(#%S%83'2$92#0%T 3"%B'27"%(=%:#7"9+2#9;%2#%<"7TF'29;%&+1"$



(W%'+92

B+;

v
c
©
O
R,
k=

L

B+;(W%52W""#7"

Weakest-

12,3"$9%L+*F"%

%% @

&("$%9(%M" (hf

Y:# 7" 9+2#9;%2#%<"TF'29;%&+1"$

SHE"E"H#5"#9%(

QW OO
O O O O O o O

"%

,39%;

<*2,39%:9%1(
$2,#2a7+#9%G-[gJ).%AF9%

#(9%7+9+$9'(E327

YR

2

5

&'($$)*+,$.%!(3#$(#%S%83'2$92#O%T3"%B



()
=
(o]
O
afd
|
@
J=
LL]
(S
o
T

2(5"$9%G[gJ

(q\|
(@)
&+
(=)
W
N—r W I~ © W T O
.- oo oo
+ - T = = =
(0]
5
(Q\|
3
W
N’
I—I
(af]
L B e e R
- «— oo oo

%% @

>H5"E"#5"#9%(

QO O <r (N M~ 00 «

M~ I~ I~ I~

cooco o

o

O
I

'$"%2#%93" %
%

&"9%%Q(

Y:# 7" 9+2#9;%2#%<"TF'29;%&+1"$

&' ($3)*+,$.%6! (3HS(H%S%83'2$92#0%T 3"%B'27"%(



Finding: Cost Ratio Is Harmful
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Finding: Uncertainty vs. Expertise
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