Economics of Malware:
Epidemic Risk Model, Network
Externalities and Incentives.

MarcLelarge(INRIAENS)

WEIS, University College Londdnne20009.



Investments in Network Security
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Bot Networks
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An example: StorrBotnet

A The Storm Worm began infecting thousands of (mostly
private) computers on Friday, January 19, 2007, using
ane-mail messagwith a subject line about a recent
weather disaster, "230 dead as storm batters Europe”.

A 5,000 to 6,000 computers are dedicatedampagating
the spreadof the worm through the use of-malls
with infected attachments.

A The compromised machine becomes merged into a
botnetthat acts in a similar way to@eerto-peer
network, with no centralized control.

A On 7 September 2007, estimates of the size of the
Stormbotnet ranged froml to 10 million computers

Source Fsecure



Symantec Internet Security Threat Rep
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activebot-infected computers per day, a 17 percent increase from the previous
reporting period.

An activebot-infected computer is one that carries out an average of at least one
attack per day. (...)

Symantec also observed 5,060,187 distimat-infected computers during this period,

a one percent increase from the first six months of 2007.

A distinctbot-infected computer is a distinct computer that was active at least once
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Contribution

(1) Micro model
- Large population
- Parameters of the epidemic depend on the
strategic behavior of agents.
(2) Fulfilled expectation equilibriurwith two

types of network externalitiesorivate and
public.

(3) Macro analysis of the moddipping
phenomenon, freeider problem, interaction
with security supplier.



(1) Economic Model for the agents

A Each agent facesmmtential lossf .

A Investment in security hasfaed costc and
reduces theprobability of loss

A Binary choice:
I In state N, the probabillity of loss pY
I In state S, the probabilitgf loss isp” < pV

A Optimal strategys S if
c < (pN — p° ) /



(1) Epidemic Model
Botherder
A Botherder
directly infects an
agent N with
prob. p.

A Each neighbor is
contaminated
with prob. g if in
Sog™ >q ifin
N.




(1) Connecting the 2 models

A Epidemic model
I Random graph with fixed degree distribution
| p probability of being directly attacked if in state N
i gt > ¢ probabilities of contagion

Ooutput: p™¥ (v) > p°(v) probabilities of loss
when a fractiory of the population is in state S.

A Economic model
I Fixed cost c, type of ageni/;
| Strategic choice:



